[IpodmnmMpoBaHMe aKTUBHOCTU
nonb3oBaTtenen B Splunk Enterprise

‘vA lolga



O6 3TOM MacTep-Ksacce

* [IpMHUMMNbI NOCTPOEHMA Npoduien B
Splunk

* Peasin3auma NnpocToro Nnpodumna
no/ib3oBaTens

* [[pMepbl MCNOb30BaHUA NPOdUIEN
ONA aHa/IM3a NoBeAeHMS

* [IpUMeHAEeMble TEXHOJIOTUMU:
-4yncTbin SPL

https://www.gotomeet.me/vbtrend-profiling

VB-Trend 2017

VA Volgabiob



[Tfpodnab nosb3oBaTens

» Habop napaMeTpoB aKTUBHOCTM MOJIb30BaTENS
« COAEepPHKMT KOJIMYECTBEHHbIE M KAYECTBEHHbIE XapaKTEPMCTUKMU

» ABTOMATM4YECKM NOAAEPKMBAETCA CUCTEMOM B aKTya/IbHOM
COCTOSIHUU

VB-Trend 2017 VA Volgatlob



/1e MOHCTPaLMOHHbIU NMPUMeEp

* Mcnonb3yoTcAa gaHHble OT Be6-rnpokcn Cisco WSA

° ,ﬂ,flﬂ Ka>XA4oro rnoJsib3oBateszid, CTpomUTCA npoPuJib CO
c/ieAyrwnMAN NMapaMeTpamMu.

1. lepeyeHb NoceLLEHHbIX CAUTOB

2. CpeaHn 06beM TpadmKa 3a CYTKU

3. CpeaHee KON-BO 3aMpoCcoB 3a CYTKM (C pa3bMBKOM MO AHAM
HeJen)

VA Volgabiob

VB-Trend 2017



NMpoduan nonbsosartenen B Splunk

1. Konnekuyma KV Store ana xpaHeHUA akTyasibHOro npomuasa

2. Habop nonckoBbIX 3anpocoB AJ/19 pacyeTa NapaMeTpoB
npoduns

3. MoMncKoBbIM 3anNpocC A1 COXPAHEHMA UCTOPUM
NpodMAMPOBAHUSA

VB-Trend 2017

“vA Volgaklob



KV Store

VB-Trend 2017 VA Volgadiob



[ipnnoxkenne Lookup Editor ®aun collections.conf

Lookup Edit

e [profile collection]
field.bytes =
field.domailns
Key-value collection schema field.id =
Pl s Lgen field.request_count =
Feld| domans stng v Remove replicate =

VA Volgakiob



[TlockoBble KOMaHAabl U KV Store

* inputlookup - nony4yeHne aaHHbIX 13 KV Store B KavecTtBe
pe3yJ/ibTaTa BbINOJIHEHMA NOUCKA

» outputlookup - 3anncb pe3ysbTaToB NOMCKOBOIro 3anpoca B
KOJINEKUMIO

* lookup - oboralweHune pesysibTaToB NOMCKa NoaaMM us KV
Store

VB-Trend 2017 VA VolgaBiob



[Iprmepbl MCNOJ/Ib30BaHUA KOMaHA

e 3anncaTtb AaHHble B KV Store c 0O6HOB/IEHMEM

| outputlookup append=true profile_lookup

* [Tonyuntb 13 KV Store 3anmcu c nonem id="user@domain.com"

| inputlookup profile_lookup where id="user@domain.com”

» 3arpy3uTtb n3 KV Store none domains
| lookup profile_lookup id OUTPUT domains as domains_profile
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Pacyet napameTpoB npodunns

index=main sourcetype="cisco:wsa:squid" dest!="-"
| stats values(dest) as domains by user

| rename user as id
| lookup profile_lookup id OUTPUT domains as domains_profile
| eval domains = mvdedup(mvappend(domains, domains_profile))

| lookup profile_lookup id OUTPUTNEW
| outputlookup append=true profile_lookup

2
| fields - domains_profile "
3

VB-Trend 2017

PacyeT TeKyuwero sHa4eHumA
napameTpa

O6HOB/IEHME COXPAHEHHOIO
B Npodunae napameTpa

O6HoBNEHME 3anmCH
nosib3oBartesnis B npopune

VA VolgaElob



UcTopua npocdunmpoBaHUA

| inputlookup profile_lookup
| table id, bytes, request_count, domains

| eval request_count = mvjoin(request_count, "| ")
| eval domains = mvjoin(domains, “| ")
| eval _time = now()

| collect testmode=true addtime=true index=profile_history
sourcetype=profile_history

VB-Trend 2017
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3arpy3uTb 13 KV Store Texkywmum
npodu/ib

[lpeobpa3oBaTtb AaHHbIE B
noaxoAsawmm Ana 3anmcum
dopmart

CoxpaHnTb B MHAEKC C
MCTOpHEU NPOPUINPOBAHUA

VA VolgaElob



AHanns r|p06ne|\/1b| C N3IMeHEHNEM MNOoBeAeHWNH MNoJIb30BaTeNd Bl Eport s

NcTopus usmeHeHmns napameTpos npoduns 3a 30 gHeit (nonb3oBaTtens viktor@rogainetolko.ru)

Pacnpegenenue TpaduKa Nno pecypcam: NPOLIEHT Ha BHELUHWE/BHYTPEHHWE

Ha nmaA nonb3oBaTens 3aperncrpuposadHa komnadua: TEXHO UT, OO0
BO3MO¥HaA NPUUMHA M3MEHeHMA npoduna
Oct 3, 2017

— exte r'nal,pe rcent
|nterna|_pe|‘ce nt

Wed Sep 13 Sun Sep 17 Thu Sep 21 Mon Sep 25 Fri Sep 29 Tue Oct 3 Sat Oct 7 Wed Oct 11
2017

WMHdopmayma no gaHHoMy nonb3oBaTento B CMAPK

WM paeHTuduKkaTop nonb30BaTens ®WO nonb3oBatena OrPH/WHH HaspaHue KOMNaHWUK [ata perucTpalun KoMNaHuu
viktor@rogainetolko.ru BukTop Anekceeeun4 Genaee 1107746008941 TEXHO UT, 000 03.10.2017

viktor(@rogainetolko.ru BukTop AnekceeBudy benaee 2312127750  WIN bensee B.A. 10.04.2014




AHanns3 Koan4yecTea BpedOHOCHbIX JOMEHOB

PacnpeneneHue KonM4yecTea JOMEHOB B npodnvme BO BPEMEHHU

7.5

Mon Sep 25 Wed Sep 27 Fri Sep 29 Sun Oct 1 Tue Oct 3 Thu Oct 5
2017

N3meHeHne peﬁTMHFa nonb3oBaTtena n3-3a nocelweHnA BpeJOHOCHbIX AOMEHOB

Mon Sep 25 Wed Sep 27 Fri Sep 29 Sun Oct 1 Tue Oct 3 Thu Oct 5
2017

Sat Oct 7

Sat Oct 7

— MWHUMaNbHO AONYCTUMbIA PEUTHUHT PeNTUHI noab3oBaTens

Mon Oct 9

Edit

Wed Oct 11

Export v

Fri Oct 13

Mon Oct 9

Wed Oct 11

Fri Oct 13




Cnacubo 3a BHMMaHue!

VA Volga



