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UB-Trend 2013

Llenu

1 ABTOMaTM3auMA NpoLLECCOB OLLEHKU COOTBETCTBMA

Q MNpuBA3Ka K TpeboBaHUK K MHDPACTPYKTYpE C NPUMEHEHUEM
PECYPCHO-CEPBMCHbIX MOJENEN

3 MUHMMM3ALUMA OLIMBOK « Ye/I0BEYECKOro (paKToOpa» OLIEHKM
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OSCAL - ctaHpapT AnAa cTaHAapTOB

OyHKUMA: [MpegoctaBneHne ctaHaaptos Mb B MallmMHo4YMTaeMOM
dopmarte

Ha3HayeHne: ABToMaTH3aUMA OUEHKM COOTBETCTBUA Pas/IMYHbIM
Tpe6oBaHUAM UMb

[penmylecTBa: N'MbKaa HaCTPoOUKa, BbICTpoOE BHEAPEHME

NIST

National Institute of
Standards and Technology




OSCAL: lNpnMmeHeHHne

bepepanbHaa nporpamMma yrpaBiaeHMs

'/ PUCKaMM M aBTOpM3aLMEN

~— ABTOMaTM3aLMA OLEHKM Mep
Fed R AM P MHbOPMaLIMOHHOM 6e30MacHOCTH
NOCTaBLWMKOB 001a4HbIX YCAYr

Docker Enterprise
ABTOMaTU3aLUMA OLEHKM
COOTBETCTBMA ANA CTPOro

DEryJ/IMPYEMbIX MHDPACTPYKTYP dOC kQ(

UB-Trend 2013




Apxutektypa OSCAL

KaTanor - npeacrtassieHme B HoTaumm OSCAL onpegenieHHoro
ctaHgapta Mb.

Npocduab - NpeAcTaBNEHME HABOPOB KOHTPOEN AJ1A CUCTEM
Pa3/IMYHOr0 YPOBHA KPUTUYHOCTM MJIM KOHKPETHbIX MPOrpamMm
OLIleHKM 6€30MacHOCTMU.

KOHTpO/Ib - ONUCaHWEe MepPbl 3alMTbl, pa3paboTaHHbIX ANA
COOTBETCTBUA Habopy onpeesieHHbIX TpeboBaHMM
6€30MacHOCTMH.

UB-Trend 2013
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CTpyKTYypbl AaHHbIX: KaTtanor [metadata]

"catalog": {
"id": "uuid-47fdefdb-dcla-4040-9f27-b517al6bo6d2",
"metadata": {
"title": "NIST Special Publication 800-53..",
"last-modified": "2019-09-23T14:19:17.649-04:00",
"version": "2015-01-22",
"oscal-version": "1.0.0-milestonel",
"properties": {
"keywords": "Assurance, computer security, FISMA." . ....eeee Ceessssssns
1, MHd)OpMaLIMFI O CTaHAapTe
"links": [
{
"href": "#resource-pdf-sp-800-53r4",
"rel": "alternate",
"text": "NIST publication (PDF)"

}J EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENNEEEEEEEEEEEEEE CCbInKM Ha ny6nMKaL"MM

1,

"roles": [
{
"id": "creator",
"title": "Document creator” .
EEEEEEEEEEEEEEEN EEEEEEEEEEEEEEEN yKa3aTenM Ha CO3AaTeneM KaTanora
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CTpyKTypbl AaHHbIX: Katanor [back-metter]

baCkmiizzloni[ KonneKuma ccbiIoK Ha pecypcbl, CBA3aHHbIX C Ny6aMKaLuuen

{
"id": "refoo0l",
"targets": "http://www.gpo.gov/fdsys/granule/CFR-2012-title5-vol2/CFR-
2012-title5-vol2-sec731-106/content-detail.html”,
"title": "5 C.F.R. 731.106"

}s
]J...

"resources”: [
{
"id": "resource-pdf-sp-800-53r4",
"rlinks": {
"href":
"https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.pdf",
"media-type": "application/pdf"
}
}s




CTpyKTypbl AaHHbIX: KaTanor

"groups": [
{
"id": "ac",
"class": "family",
"title": "Access CONtrol",,........eeeseessssssesnnssess CEMENCTBO KOHTPONEN!
"controls": [ rpynna KOHTPOJIeW, oTBeYawLWasa pas/iMyHbiM obiactam Ub
{
"id": "ac-1",
"class": "SP800-53",
"title": "Access Control Policy and Procedures"”,
"parts": [
{

KoHTpo/b
IS NS SN NN NN NN NN EEEEEEEEEEEEEE KOHTpOnb 6e3o|‘|aCHOCTM
(Habop NpeabABAAEMbIX AEMCTBUM)

"id": "ac-1_smt",
"name": "statement",
"prose": "The organization:", TpeboBaHue

"parts": [ AeMCTBUE MCMOIHAEMOE B PaMKax KOHTPO/IS

{
"id": "ac-1_smt.a",
"name": "item",
"properties": {
"label™: "a."
}s

"prose": "Develops, documents, and disseminates to {{ ac-1_prm 1 }}:"

\UB-Trend 2019
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[My6auKkauma Katasora

FAMILY: ACCESS CONTROL

AC-1 ACCESS CONTROL POLICY AND PROCEDURES

Control: The organization:

a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or
roles):

1. An access control policy that addresses purpose, scope, roles, responsibilities,
management commitment, coordination among organizational entities, and compliance;
and

Procedures to facilitate the implementation of the access control policy and associated
access controls; and

b. Reviews and updates the current:
1. Access control policy [Assignment: organization-defined frequency]; and

2. Access control procedures [Assignment: organization-defined frequency].

\UB-Trend 2019
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"profile": {

"id": "uuid-13172679-d468-4a88-8d7f-3afdeffedffs", I-I pocb Mn b
"metadata": {

"title": "NIST Special Publication 800-53 Revision 4 LOW IMPACT BASELINE",

}) co e EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEENEEEEEEEEEEEEEER MHCbOpMaLlMH O npo¢)Mne

"imports": {
"href": "#catalog",
"include": {
"id-selectors": [

{

"control-id": "ac-1"

MMnopTUpoBaHue
HE06X0AUMbIX KOHTpOIEM

"alterations": [
{
"control-id": "ac-1",
"additions": {
"position": "starting",
"properties”: {

"priority": "P1" N3mMeHeHne

; NMapamMeTpoB KOHTpo/eN

}s
"back-matter": { CCbINIKMH

"resources”: { Ha Tpebyemble KaTanoru

"id": "catalog",
"desc": "NIST Special Publication 800-53 Revision 4: Security and ..."

UB-Trend 2013
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ApXHUTEKTypa pelueHuUA

Tpe6oBaHue #1.1.1

KoHTposb #1.1

MMnopT1poBaHHoOe \
CEeMEeNCTBO Tpe6oBaHue #1.1...
KOHTposien #1 ‘

KoHTposb #1...

CchopMUpOBaHHbIH
npodunb
[TonckoBble 3anpochl,
onpeaensawLume

MMnopT1poBaHHOe \
CEeMENCTBO ‘ COCTOAHKE

KoHTposb #2.1

KOHTpOne #2 TpeboBaHUA

KoHTposnb #2....




flemo: OSCAL Ha nnatdopme Smart Monitor

VA VolgaBlob




Pe3synbTaThbl paccsiegoBaHMA

. KoHBepTnpoBaHbl npodpuan NIST B peCypCHO-CEpBUCHbIE MOAENU

. PeannsoBaH npodunb Ha 6a3e KoHTpoaa NIST ¢ Heo6xoAMMbIMM
KOHTPOJIAMM

. PeannsoBaHa oueHKa cooTBeTCcTBUA Ha 6a3e ctaHaapTa FOCT P 57580.1-
2017

. BbiAABIeHbI Np06/1IeEMHbIE 06bEKTbI MH(PPACTPYKTYPbl, KOTOPbIE MOBAUANM
Ha 06lllee COCTOSTHME MOJIENIN COOTBETCTBMS

\UB-Trend 2019
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CocToAaHMe NpoeKTa
v’ PeanunsoBaTtb cUCTEMY COOTBETCTBMA Ha 6a3e SmartMonitor
ncnonb3oBaHemM HoTaumm OSCAL

v PeasiM3oBaTb pecypcHO-CEPBUCHbIE MOAENMN Ha 6a3e Poccumckoro
ctaHaapta FOCT P 57580.1-2017

[ PeanusoBaTb MoZenun Ana BOCTpeboBaHHbIX cTaHAapToB Mb Ha pbIHKeE:
1. 1SO/IEC 27001

2. N152-03
3. PCI DSS
4. ..

\UB-Trend 2019
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Onpoc

OueHKy Ha cooTBeTCTBUE KakoMy cTtaHAaapTy Ub ctonno 6bl
AaBTOMATM3UPOBATb B NepByo ovepeib?

Q CraHaaptbl cepum ISO 2700x (CucTEMbI MEHEAXKMEHTA MH(POPMALMOHHOM 6GE30MaCHOCTM)

TpeboBaHMA NO 3aWMTEe NEPCOHAJIbHbIX AaHHbIX (P3-152)

CtaHgapTt 6e30nacHOCTU aHHbIX MHAYCTPMKM NnaTeXxHbixX KapT (PCI DSS)
be3onacHocTb PMHAHCOBLIX (6aHKOBCKMX) onepauun (TOCT P 57580.2-2018)
CBOM BapWaHT

MoaenuTecb MHEHUEM, NOXKanymcra!




PesynbTaTr

v/ ABTOMaTM3aumsa npoLeccoB OLEHKU COOTBETCTBUSA

Mcnonb3oBaHue npodunen u katanoros OSCAL ans dopmMmpoBaHMe 06 bEKTUBHOM MOAENU
COOTBETCTBMA

v ABTOMaTMU3aLMs CO34aHMNS PECYPCHO-CEPBUCHBIX MOAENEN

dopMMpOBaHUE PECYPCHO-CEPBMUCHBIX MOAENEN, UCMNOb3YS KOHBepTaumio npodpumnen OSCAL

v MUHMMM3AUMA YenoBeYdecKoro akTopa OLEHKMH

Mcnonb3oBaHMe CUCTEM permcTpaumm M aHam3a MalwKuHHbIX AaHHbIX AN1A OLEHKM COOTBETCTBUA
Tpe6osBaHuAM Nb

UB-Trend 2013
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Cnacunb6o 3a BHMMaHue!
lani

?
Bonpochbi? VA VolgaBlob




