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Y10 TaKoe Smart Monitor Engine?

« HoBbIWM aHANIMTUYECKUM ABUKOK A1 06paboTKM JAHHbIX
* MNoaaeprkmBaeT pipes B KoOMaHAAX
« O6paTHas COBMECTMMOCTb C KomaHgamm Splunk

- XpaHeHue aaHHbix B Elasticsearch v He Tonbko

* MHoroe gpyroe
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Ana yero Smart Monitor Engine?

[Mpowe
Pa3pabaTtbiBaeTcs C y4eTOM creymdmKm paboTbl NPpodPrIbHbIMU
AaHHbIMU (TEXHUYECKME NIOMU, NOrn 6e30nacHOCTU, ayamTa U

T.A.)

bbicTpee
3a cyeT onTUMMU3aLUUMU U NOHUMAHUA CrieuMPUKU AaHHbIX,
obpabaTbiBaeM JaHHble ObICTpee.

UHTenneKTtyasbHee
Pa3zpaboTKa BeaeTcs € ydacTtuem NpoduabHbIX Cneunanmcros,
Mbl MOHMMAEM YTO HYXHO 3aKa3uyMKy U Cpasy 3TO ULLEM
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/lopora, nosaHasa 6oau

- ynpoctuan B SME
- peann3oBasiM COOCTBEHHbIE NPOBEPKMU
- ONTUMMU3UPOBA/IU
Bce, 4TO Henb3A peanmsoBaTb KOMaHAAaMM, MOXHO cAelaTb CKpMNTaMu -

CO6CTBEHHbIM ME@XaHU3M pa60TbI C BHelWWHNMMHN AaHHbIMUA

®
Smart Monitor@
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KaK ycTtpoeH SME?

Rest-uHTepdenc Web-uHtepdenc

KomaHpa1 In Memory Store

Elasticsearch

[aHHble
BHelwwHWe 0bpaboTumkm

KomaHpa?2
KomaHA,
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MynbTUNOTOYHOCTb SME
3anpoc K SME

[MepBMYHasA 06paboTKa NnapaMeTpoB 3anpoca

Thread pooling He610KMpytoLWas cxema

06paboTKM 3anpocoB.
3anycKamTte CTOJIbKO

MoToK 3anpoca 1 3anpocoB, CKOJIbKO HYXHO!

[loToK 3anpoca 2

[MoToK 3anpoca 3
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PexXMbl MOUCKA

Smart Search
Co6CTBEHHbIU ABU}KOK ONTUMM3aLIMM 3anpoca

[ToNHOTEeKCTOBbIM MOUCK

UweT BCEe M NO BCEM NOJIAM

CTtaTUCTMKa No 3anpocy
Bcerpga NoOHATHO CKOJIbKO AaHHbIX 06paboTaHO U KaKoMu pe3ybTar

I[l,l/IHaMM‘-IeCKaFI noarpy3Ka pe3syJ/ibTaToB
He Hapo paTb! NepBble pe3ysbTaTbl NpaKTU4YECKH cpa3sy!
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MoncKoBbiM KoHBeuep (Elasticsearch)

XpaHeHue
3anpoc K Moagndukauma NPOMEXKYTOYHbIX O6paboTKa BosBpart
Elasticsearch JAaHHbIX AaHHbIX B In- JlaHHbIX pe3sy/sbTaTa
memory b/l

Mbl He TepsaeM AaHHble nomcka!




[MoncKoBbIM KOHBenep (Scripts)

XpaHeHue
BbinonHeHue Moandukaums NPOMEXKYTOYHbIX O6paboTKa
ckpunTa JlaHHbIX JaHHbIX B In- JAHHbIX
Memory b/l

[MpaKTUYEeCKH 110601 TUM BHELUHEro MCTOYHMKA:

* BHELLUHMM Web cepBuUC
= 0a3a AaHHbIX

= hamn

= (bM13MYeCKMM ceHcop
"YU T.A. ...

Bosspar
pe3sy/sibTaTa

UB-Trend 2013




Fi e l d A li aS UB-Trend 2013

Mpo6nema

[lo6aBnieHMe HOBbIX AaHHbIX B Elasticsearch Bcerga 4os1KHO COOTBETCTBOBATb
onpeAeNeHHON CTPYKType

NHAEKCbI HEe A0NXKHbI ObITb CAMIWIKOM 60bwme (20 I'6)
HoBble faHHbIe - HOBble index mappings

PeweHue - SME «Field Alias»

» [oaaepka MHOXeCTBEHHOCTM MHAEKCOB
* Mapping AaHHbIX 1 NpuBEeAEHME K 06LEMY pe3ybTaTy
*  MUHMMYM HacTpoek
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AKcenepauma 3anpocoB

v

3anpoc nepej BbINOJHEHMEM aHANM3UPYETCA U ONTUMM3MUPYETCA
/laHHble 0O6pabaTbIBalOTCA NOPUMAMMU U B MamMATH, 3TO ObICTPO

[TpOMEXKYTOUYHbIE pe3y/ibTaTbl COXPAHATCS U BbIrpyxKatwTca in-memory b/l




CTtaTMCTHUKaA

10K cobbITnm:

Dense:
- diff: +75 ms / + 2%

Sparse:
- diff; +71 ms /+ 1%

Super-sparse:
- diff: +54 ms / + 0.05%

1M cobbIThK:

Dense:
- diff: +12 sec/+1.5%

Sparse:
- diff: +2 sec/ + 0.5%

Super-sparse:
- diff; +5 sec/ + 5%

UB-Trend 2013




[TfprMepbl Bbi3oBOB SME

1 . source ‘access_logs' | limit 1,5 | fields - username
source ‘access_logs' qsize=500 | eval name= substr ( tostring ( fullname,"commas” ) , 1,8) | fields name
source ‘access_logs’ qsize=1000 | stats count by username, ip

| script_mc process.py | fields id totals
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[Mpumep 3anpoca B Query DSL

MHoroypoBHeBbiM JSON-3anpoc (60+ CTPOK)

GET radius_logs/_search 1,
{ "cert": {
"size": 10000, "script”: {
"query”: { "lang": "painless”,
"bool™: { "source”: "doc['cert’].value.toUpperCase()"
“must_not": [ 1
{ b
"match”: { "date": {
"script”: {
"lang": "painless”,
"source": "doc[ @timestamp’].value.toString(\"HH:mm:ss
dd.MM.yyyy\")"

3

b b
"script_fields": { "type”: {

"user”: { "script”: {
"script”: { "lang": "painless”,
“lang": "painless”, "source”: "doc['type'].value + \":\" + doc['event’].value"
"source": "doc['user’].value.substring(8).toUpperCase()“, 1

} b
jo "start_ip": {
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[Mpumep 3anpoca B SME

22 CTPOKM YMTAaeMOoro Koaa

gsize=10000 lon_different = lon - prev_lon

userl= -
y = sari(pow(cos(prev_lat) * sin(lon_different), 2) (cos(lat) *
) rav!_event (prev_lat) - sin(lat) * cos(prev_lat) * cos(lon_different), 2))
user = ( (user, 8, -1)) x = sin(lat) * sin(prev_lat) + cos(lat) * cos(prev_lat) *

cert = (cert) lon_different
date = (@timestamp, "y-M-d'T'H:m:s.SSSZ") ( di_st;nce =) (v, X) * 6371

date = (date, "HH:mm:ss ddMMyyyy") Calc_time - (distance / 900) * 60
start_ip = src_ip, end_ip = assigned_ip

type = type + "." + event

1

coordinate_y_start = ( (src_ip, 3,4), 1

coordinate_x_end = ( (assigned_ip, 1, 2), 16)
3, 4), 16)

coordinate_y_end = ( (assigned_ip,
lon = coordinate_x_end * 3.141592 / 180

lat = coordinate_y_end * 3.141592 / 180

prev_lon = coordinate_x_start * 3.141592 / 180
prev_lat = coordinate_y_start * 3.141592 / 180

|
|
|
|
|
|
|
| coordinate_x_start = ( (src_ip, 1, 2),
|
|
|
|
|
|
|
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SME vs Discover

&

Bbl6op AaHHbIX M3 pasHbIX MHAEKCOB

MpsMOM NoucK

lonck no Kn4eBoMy C/10BY

3 KomaHabl DSL Jlto6ble KomaHabl SME




CKpUHLWOTbLI MHTEepdeuca

New Search

source 'kibana_sample_data_ecommerce
| fields order_date customer‘_gender‘l
| stats count customer_gender

2,500 documents matched in 4,333 ms (11-10-2019 14:30:36 to 10-11-2019 14:30:36) v Last 30 days

Documents (2500) Visualization

count N customer_gender

1236 MALE

1349 FEMALE

Rows per page: 10 v
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Show dates
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CKpUHLWOTbLI MHTEepdeuca

New Search

source 'kibana_sample_data_ecommerce’
| fields order_date customer_gender
| stats count customer_gender

2,500 documents matched in 4,333 ms (11-10-2019 14:30:36 to 10-11-2019 v Last 30 days Show dates
14:30:36)

Statistics (2) Visualization

Time N2 _source

2019-11-24T03:15:22+64:00 category: [ "Women's Clothing" ]| currency: EUR customer_first_name: Abigail customer_full_name: Abigai
1 Garner customer_gender: FEMALE customer_id: 46 customer_last_name: Garner
customer_phone: day_of_week: Saturday day_of_week_i: 5 email: abigail@garner-family.zzz
geoip.city_name: Birmingham geoip.continent_name: Europe geoip.country_iso_code: GB geoip.location: {
“lon": -1.9, "lat": 52.5 } geoip.region_name: Birmingham manufacturer: [ "Tigress Enterprises”, "Champi

on Arts" ] order_date: 2019-11-23T23:15:22+00:00 order_id: 592082
Expanded Document

JSON

t category [ "Women's Clothing" ]

t currency EUR
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CKpUHLWOTbLI MHTEepdeuca

[loACKa3KM B KOMaHZax U onucaHue K HUM

New Search

s
search -ommand | gearch
stats Mmana | Filters results using keywords, quoted phrases, wildcards, and key/value expressions.

source -Ommane | example:
fields "9 .| search src='10.9.165.1' OR dst='10.9.165.8

O dOCl Values Lals . anda : AW VW TV 1 evIv T T e e =y - LUJIL 4T IVl D WIIUYY Uuive o

[loHATHaA UBeToBaA CXema

New Search

source 'kibana_sample_data_ecommerce’
| fields order_date customer_gender

| rename customer_gender gender

| stats count gender
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Roadmap

KomaHabl - subsearch, lookup, join, map
OnTMMM3aumMa Npon3BOANTESIbHOCTMU

bosiblLe BM3yanM3aLmu:
Single Value c noaaep}KKou TEKCTOBbIX 3HAYEHUM

Data Tables - NoAcBETKa: B 3aBMCHMOETH OT 3HAUEHMI

T0... 04eHb CKOpO!




TecToBble AaHHbIE

Sample eCommerce Orders
AaHHbIE€ O COBEPLUEHHbIX TPAH3aKUMNAX (n0|<yn|<14 B Malra3nHax O,D,eH(,D,bI)

Sample Flight Data

AaHHblIE pa60TbI daBMaKOMIMNaHUU, CTATYCbl BblJIETA U MNMPUJIETA
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[leMOHCTpaumAa

VA VolgaBlob




Cnacnb6o 3a BHMMaHue!

VA VolgaBlob




